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Tech Note 005

Toolkit Tech Note 005:  Instructions for Setting Permissions
May 27, 2005
Problem/Issue:  A new build of Toolkit 2004 has been installed on the user’s workstation, but the user encounters an error message that says to check that the group ‘Everyone’ has read permissions to the folder.
Solution:  Ask an ITS System Administrator to follow the instructions below to ensure that permissions are set up properly.
Introduction
As part of the Toolkit 2004 installation process, the ITS System Administrator changes the permissions on the new Customer Files Toolkit folder (i.e., \\<server name>\data\Customer Files Toolkit) and adds the Toolkit service account for the appropriate domain (AgWest\Thaddeus.W.Uccello, AgCentral\Thaddeus.C.Uccello, or AgEast\Thaddeus.E.Uccello)

1. Right-click on the Customer Files Toolkit folder and select Properties. 

2. Select the Security tab. 

3. Uncheck “Allow inheritable permissions from parent to propagate to this object.”  Click Copy.

4. Reset permissions for Everyone to only allow read access by selecting Everyone.

5. Uncheck all permissions except for Read.  Click Apply.

6. Click Add to add the Toolkit services account appropriate for the domain.

7. Type in the appropriate Toolkit services account (e.g., Thaddeus.W.Uccello) using one of the accounts listed below. 

· AgWest\Thaddeus.W.Uccello

· AgCentral\Thaddeus.C.Uccello

· AgEast\Thaddeus.E.Uccello

8. Click Check Names.  
9. When the Toolkit services account is found, click OK. 

10. Set permissions to Full Control. Click Apply.

Note: If the Domain Admins and/or SYSTEM groups are not present, add the missing groups and set their permissions to Full Control.

11. To add the Domain Admins group, click Add.  Type “Domain Admins” into the dialog box.  Click Check Names.  Click OK. 

12. Select Domain Admins.  Set permissions to Full Control.  Click Apply.

13. To add the SYSTEM group, click Add.  Type “SYSTEM” into the dialog box.  Click Check Names.  Select SYSTEM in the Select Matching Items dialog box.  Click OK.  Click OK again.

14. Select SYSTEM.  Set permissions to Full Control.  Click Apply.

15. Remove all other group or user names, EXCEPT for Administrators (if present), Domain Admins, Everyone, SYSTEM, and the Toolkit services account (e.g., Thaddeus.W.Uccello), by selecting the group or user name and clicking on Remove.

16. Click Advanced.

17. Check “Reset permissions on all child objects and enable propagation of inheritable permissions.”  Click OK.

18. Click Yes in the Security dialog box.  

19. Wait for permissions to be updated.  (This could take a long time to reapply permissions to all files within the Customer Files Toolkit folder.)

20. Click OK.

Source:  Toolkit Installation Guide, v1.9, USDA – NRCS – ITC, Fort Collins, May 5, 2005.  Available at:    www.itc.nrcs.usda.gov/toolkit/Downloads/CSToolkit2004V5.0_IG_v1_9.pdf.
For Further Assistance

If this does not resolve your issue, please contact ToolkitSupport@itc.nrcs.usda.gov for further assistance.
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